Cyber threats
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Andrew M from the National Cyber Security Centre provides practical guidance for SMEs on preparing for and
dealing with a cyber security breach
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What istheissue?

There’ s around a one in two chance you or your client will suffer a cyber security breach.

What doesit mean to me?

Think about what you'd do if you lost your or your clients' sensitive personal or business critical data.

What can | take away?

By following the stepsin this article organisations can improve their cyber security and better protect themselves
and their clients from loss online.

If you'rea Small or Medium Sized Enterprise, you'll probably know how vital you are to the UK economy.
SMEs make up 99.9% of all UK registered businesses, employ 60% of private sector employees and account for
47% of UK turnover.

What you might not know is that there’ s around a one in two chance you' |l suffer a cyber security breach, which
wouldn’t be good for you or your livelihood. And when you consider the economic importance of SMES, it
wouldn’'t good for the UK overall.

So, when the National Cyber Security Centre (NCSC) was formed in late 2016, we committed to supporting
SMEs with tailored products and services. Thisforms part of our role as the UK Government’ s authority on
understanding and reducing cyber security risks to make the UK the safest place to live and do business online.

While cyber security might seem a daunting challenge for you, it no longer need be and there’ s no reason to put
your livelihood at risk with the same odds as a toss of a coin.

Simply take alittle time to understand the threats and act on them. By following our quick, easy and low-cost
advice, you can protect yourself from the most common attacks.

So, what are the threats? Motivated largely by financia gain, the threats from cyber criminals are significant and
growing. They range from high-volume opportunistic attacks, which are bought, not learned, to highly
sophisticated and persistent attacks involving bespoke malicious software designed to compromise chosen
targets.

And as we become more connected to the internet, opportunities for cyber criminals continue to grow. Not only
are there more devices connected to the internet than there are people in the world, the UK’ s highly digitised
economy means that the data we're using on it isincreasingly business critical, and therefore attractive to
criminals.

For most SMEs, the risks are often from high-volume, untargeted attacks which can be bought and launched
with little technical know-how from so-called ‘ script kiddies'.

A step up from that, hacker groups can run much like your own business. They use both ‘commodity attacks
(malicious software that can be purchased) as well as creating or adapting attacks themselves and, like you,
return on investment isimportant to them, so large-scale attacks that cost little to launch are an attractive
proposition.



Typically, these might involve sending out phishing emails to implant avirus, allowing criminalsto steal your
data or passwords, or it may encrypt your data, seeking a payment to unlock it: aransomware attack.

Think about what you'd do if you lost your, or your customers’, sensitive personal data or business critical data
like your accounts? Could you spare the time and money to get back up to speed? Would you be ready for the
reputational damage that aloss of data might cause? And from 25 May 2018, the General Data Protection
Regulation (GDPR) introduces the chance of increased fines if you fail to meet your responsibilities. Could you
spare the cost of potential fines?

Again, are you prepared to take a chance with cyber security on atoss of acoin?

Those are some of the threats. But the NCSC has products available that can significantly reduce your chances of
becoming avictim and will help shield you from potential threats.

We can’'t guarantee total protection, but you'll be protected against the magjority of attacks that SM Es most
commonly face.

By following the stepsin our Small Business Guide, organisations can improve their cyber security and better
protect themselves from loss online:

1. Backing up data. If you have an up-to-date copy of your data, there’s no need to pay to unlock it if you fall
victim to aransomware attack.

2. Keeping smartphones (and tablets) safe. If you lose your phone, or it’s stolen, you can limit the loss to just
the cost of the hardware and not risk allowing access to all your business and sensitive personal data too.

3. Preventing malware damage. Use antivirus software and keep your software updated, ideally turning on
automatic updates. There's areason why companies offer updates to their software, and if it'sdriven by a
cyber security vulnerability you can be sure someone will aim to exploit that.

4. Avoid phishing attacks. Don’t punish staff if they get caught out by a phishing email, it’s better to
encourage people to report it so you can act upon it quickly.

5. Using a password to protect your data. We' ve al got more passwords than we can reasonably remember,
SO consider using a password manager or provide secure storage so you can write passwords down and
store them securely.

SMEs looking to improve their cyber security further can also seek certification under the Cyber Essentials
scheme, which helps protect against common threats and demonstrates to customers and prospective customers
that you take the protection of their data serioudly.

The NCSC website features more simple and practical guidance covering the 10 Steps to Cyber Security, supply
chain guidance, avoiding phishing attacks, what makes a good password and so on. It’s worth alook.

With alittle time and effort, you can go a very long way to reducing your cyber risks, but if you do suffer a
cyber breach then Action Fraud should be your first port of call.

The facts are clear: large numbers of SMEs suffer from cybercrime. But taking some very easy steps now could
allow your business to grow without the worry of basic cyber threats.

My ask? Do your bit for your business, and help us make the UK the safest place to live and do business online.
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