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Ruth Cook explains the points to consider in order to properly weigh up the risks associated with disclosing
information to third parties

Key Points
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What istheissue?

There are anumber of situations in which a practitioner may be asked either to release information to a third
party or to give consent for their client to do so.

What does it mean to me?

In order to managerisk, it isamost always essential to seek some basic information about the request and the
intended recipient(s) and weigh up the risks.

What can | take away?

Inall decisions, it is fundamental to comply with any legal, regulatory, professional and ethical obligations. Then
thereislikely to be aneed for judgement taking into account the practitioner’s own or firm’'srisk and the reason
for, and risks associated with, the request in order to settle on a measured response based on the circumstances.

There are anumber of situations in which a practitioner may be asked either to release information to a third
party or to give consent for their client to do so. Their first impulse, especidly if the request comes from a
current client, isto want to be helpful and provide the information or consent to its disclosure as quickly and
efficiently as possible.

However, in order to manage risk, it isalmost always essential to seek some basic information about the request
and the intended recipient(s) and weigh up the risks. Having done so, a decision can be made as to whether those
risks can be / how they should be managed using the tools available.

The purpose of this article isto explain the points to consider in order to properly weigh up the risks and to
suggest possible ways of managing or mitigating those risks. There is often a balance to be struck — the bigger
therisk (in terms of size or likelihood), the stronger the protection needed. In many cases, thiswill need to be
balanced with the practicalities of obtaining the ‘ideal’ protection.

Key information to establish
About therequest

e What isthe source of the request and is the requestor acting on their own behalf or someone else’s?

e What isthe reason for the request and how will the information be used by the recipient? Understanding
thisiscrucia to the risk assessment and subsequent decision on the level of protection needed in order to
manage the associated risks.

o Who will be releasing the information and how will it be released? |s the client seeking permission to
release the information (maybe as required under the practitioner’ s terms of business) or will the
practitioner be directly involved in providing the information to the third party?

o Will the information be sent to recipientsindividually or accessed via a dataroom or similar?

o Will the recipient want to onward disclose the information to other parties, e.g. advisers or insurers? It
may be appropriate to limit disclosure permission or require further protection.

Thisinformation will help to establish whether there isalegal or professional obligation to disclose and what
risks are involved. It’s worth bearing in mind that the requestor may not be the only, or even the main, party



using the information. For example, investigating accountants doing buy side due diligence often approach other
advisers direct but the main risk will be in respect of their client’ s use of the information.

About the information

e What isthe nature of the information the adviser is being asked to provide?
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(0]

Tax computationsyHMRC correspondence: These may belong to the client —if so they must
normally be released;

Copies of past advice provided to the client: Consider how much protection is aready built into the
advice. Isthere alink back to the engagement letter and term? Isit clear who the information was
prepared for? Is the purpose clear? Is there a statement that it cannot be relied upon by anyone other
than the client? Is there any explicit restriction on it being passed on?

Answers to specific questions related to past services or further explanations in the form of a direct
discussion with the recipient and / or their advisers. In this case, answers should be limited to
explanations in respect of past services and not amount to the creation of new advice addressed to
the third party. If ‘new information’ is required (e.g. an update in respect of devel opments since the
original advice was provided), this should be prepared as a new piece of advice addressed to the
client and released to the third party with appropriate protection.

¢ Will/could the information include any of the following?

(e}

Client confidential information: Even if there are no explicit clauses in the engagement letter or
terms of business, tax professionals have an obligation of confidentiality to their clients. It isalso
likely that the engagement letter and terms of business will include obligations to keep aclient’s
information confidential. The terms may include limited permission for the practitioner to disclose
but if not covered, formal consent may be needed.

Third party confidential information: Consider whether the information is subject to a
confidentiality agreement or other restriction on onward disclosure. If so, consent from the relevant
third party may be needed.

Personal data or sensitive personal data: Obligationsin respect of personal data will be covered by
relevant data protection legisation. Understanding this becomes even more crucial if the
information includes sensitive personal data. It’s aso possible that the engagement letter or other
contractual terms will include further restrictions. The details of GDPR or equivalent are beyond the
scope of this article but crucial to consider.

Key factorsto consider

See the box above. In all decisions, it is fundamental to comply with any legal, regulatory, professional and
ethical obligations. Then thereis likely to be a need for judgement taking into account the practitioner’s own or
firm’'srisk and the reason for, and risks associated with, the request in order to settle on a measured response
based on the circumstances.

Key tools available to help managerisk

Not all of these will be possible or practical in al cases:

¢ A non-reliance or hold harmless letter addressed to the recipient and signed by them. The letter would
normally either require that no onward disclosure be made or allow limited permission for onward
disclosure (e.g. to legal advisers). Thiswould be the preferred approach in higher risk situations and might
include an indemnity against third party claims;



¢ Inthe case of accessto information via an electronic dataroom or similar, a“click through’ acceptance of
non-reliance terms included as part of a data room access or other online or electronic access method
(effectively an electronic version of the non-reliance letter referred to above);

¢ A notice addressed to the third party or stating the terms upon which the information is released, including
limitations on scope, that the advice was prepared with only the client’ s interests in mind, that it may not
apply in al circumstances, and confirmation that no responsibility or liability is accepted. This approach
may be appropriate in situations where circumstances prevent a signed non-reliance or hold harmless letter
from being obtained;

e The above information appended as a hotice or caveat in the information being rel eased;

¢ Any disclaimersincluded in the original information. This may be sufficient if the information already
includes clear disclaimers and the associated risks are considered to be low;

¢ Anindemnity from the client in respect of any possible claim by the third party. This may be appropriate
where the client has a strong interest in the information being provided to the third party but, for whatever
reason, adequate protection cannot be obtained from the third party. Thisis sometimesincluded in
standard terms of business, so may already bein place;

¢ Decline to provide the information or limit the amount of information disclosed. This may be appropriate
if arequest isexcessive, inappropriate or if providing the information is commercially impractical.

Managing appropriately

On the basis of the information gathered, consider any constraints on what can be done, weigh up the risks and
consider how they can be managed appropriately:

e First, consider any legal obligations to disclose or not to disclose or any conditions which must be
complied with.

e Next, consider any professional and contractual obligationsto the client or third parties, including the need
to seek consent or permission prior to agreeing to release the information requested. The client consent
letter should set out clearly what will be disclosed so that there is no misunderstanding. Acceptance should
also be sought that the client will not hold the practitioner responsible for any consequences arising as a
result of the disclosure of the information (see below).

e Then think about the risk of liability or claim arising and an appropriate, measured response:

o Client —aclaim might arise as aresult of any unintended consequences following the rel ease of
information; this can be managed as part of a client consent letter (as referred to above);

o Reqguester or direct user — see tools above;

o Other users—e.g. insurers. If the requestor seeks permission to onward disclose the information,
consider which of the key tools available are most appropriate to manage the additional risk. If the
risk is high, separate hold harmless arrangements may be appropriate;

o Other third parties — consider who else might get access to the information and which of the key
tools available can help to manage the risk;

o Loss of control as aresult of onward disclosure — any parties receiving the information as a result of
onward disclosure by the recipient will have no direct obligations to the practitioner. Once control of
distribution islost, any disclaimers built into the information released are the main protection. If
wide disclosure is contemplated, seeking an indemnity from the client or the initial recipient may be

appropriate.

The terms of a practitioner’s professional indemnity cover are beyond the scope of this article, but it would be
wise to check whether there are any special terms relating to release of information to third parties.
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